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The Future Internet: The Social Nature of Technical Choices
A SEMINAR & WORKSHOP ORGANIZED BY SESERY AnD KNETWORKS

Location; 5t. Anne's College, University of Oxford, Oxford, UK.
Tuesday 28th of June 2011

During this seminar and workshop, experts in Fl technology will be
engaging with researchers such as social sclentists and economists, with

policy experts, and with other stakeholders to discuss how the latest
lities.

tecnology developments are untering soci
The event will offer an opportunity to analyze how to understand the future
of the Internet as a platform that can foster innovation, collaboration and
knowledge transfer. The results of this event will be written up as a

whitepaper, and considered for possible publication,

WWW.SESErV.Org www.knetworks.gov.pt

Partners and sponsors

‘o R
Lo ]

Seminar & Workshop:

The Future Internet: The Social Nature of Technical Choices

10:00 - 16:00
10.00
1010
1030

Welcome - Dr. Eric Meyer
Keynote - Prof. Bill Dutton, Oxford Internet Institute

The Future Internet Project: Pushing the
technology boundaries
Short presentations by Future Intemet technology prajects

1200  Lunch

1300  Bridging the Gap

Break-out sessions facilitated by experts.

: Cloud Computing
: Privacy

1 Communities

: Internet of Things
: Identity

: Security

Coffee

Prof. Christopher Millard
D, lan Brown

Prof. Alexandre Caldas
Ben Bashford

Tomny Fish

Dr, Mike Surridge

R T ST R

14,30

14,33
1530

Summing up results of break-out sessions
Keynote - Nicole Dewandre, European Commission

Debate;
Will the Design of the Future Internet Be Driven by
Technology or Societal Concerns? b
17:00-18:30

Prof. Sally Wyatt - e-Humanities Group, Royal Netherlands Academy of
. Arts & clences (KNAW)
Prof. Robin Williams - Institute for the Study of Science; Technology and
pdioslbrnlslvieliip st Tl b
Dr. Jonathan Cave - E ics De

University of Warwick

19:00 Drinks and dinner at Oriel College
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=y #seserv @knetworkseu w. Elwyn Davies from "Networking for Communications Challenged Communities ™
RS Wl | project hitp:ifwww.ndc.eul

28-Jun-11 10:01 | pdcastro

i m | #seserv Elwyn Davies of NAC htip:/lwww.ndc.eu/ describes sefting up networks in remote regions

28-Jun-11 10:01 | etmeyer

ﬂ | #seserv @knetworkseu talking about Networks of the Future w. Luis Correia SAIL project hitp://bit y/ITW8z8

28-Jum-11 02:58 | pdcastro

[ - B @etmeyer: #seserv SAIL project: we need to have same upload speeds as download speeds if we are to
] become prosumers - Probably disagree

2B-Jum-11 D853 | tonyfish

1_31 i | #SESERV We have identified new business-interfaces that stakeholders are promoting.

28-Jun-11 D852 | cristobalcobo

| | #seserv Luis Coreia SAIL project: we need to have same upload speeds as download speeds if we are to
become prosumers

28-Jun-11 09:51 | etmeyer

| #SESERV If we are all become "prosumers” we may need new structures

28-Jun-11 09:50 | cristobalcobo

New Players y intermedianes

Bolun- 11 [oedn | coetobaleghs

#3SESERY How migrate the cumrent networks to the ones that we will be using in the future? Evolution Scenarios,

4 71 % % % 6 #
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Workshop Memories and Mediascapes

On the 28th of June 2011 the SESERV consortium organised a scientific
workshop "The Future Internet: The Social Nature of Technical Choices’
at the University of Oxford, UK.

Security The workshop aimed to bridge the gap between those who study and those
who build the Internet by supporting discussion and debate within the
multidisciplinary community of researchers and professionals working on
various aspects of the Future Internet. The main objective of the workshop
was to explore and discuss with a community of experts the socio-
economic aspects that affect the Future Internet, and conversely the way

waich that the Future Internet will affect society, government, and business.

videos |

The participants of the event were researchers (such as social scientists and

economists), IT practitioners, policy experts and other stakeholders who
Cloud Internet discussed how the latest technology developments are encountering socio—

Computing  of Things | economic realities.

Presentation webcasts

Online 3 1. Keynote: The Future Internet: The Social Nature of Technical Choices:
Identity (William Dutton)
2. The Future Internet: Pushing the Technology Boundaries: SAIL (Luis

communities

Correia
3. The Future Internet Pushing the Technology Boundaries: N4C
Elwyn Davies
To download the report of the breakout session, 4. The Future Internet: Pushing the Technology Boundaries:
click the image above in the section of your PERSIST /SOCIETIES (Kevin Doolin)
interest. 5.The Future Internet: Pushing the Technology Boundaries: Fi3P

onathan Cave
6. The Future Internet: Pushing the Technology Boundaries: FAME
Martin Serrano)
7.Keynote: The Future Internet (Nicole Dewandre;
8. The Future Internet: Debate: Will the Design of the Future Internet
be Driven by Technology or Societal Concerns?

Six breakout sessions facilitated by experts were organized during the workshop. Each session discussed similar themes but through

different topics. If you want to browse the cross—thematic themes discussed during the workshop, please browse the following topics.

1.1. Call for increased transparency (data use and systems). —

1.2. Call for more user—centricity and control .

1.3. Continuing need for further multi-disciplinary and cross-sectoral bridging.
1.4. Striking balances between outer—poles in debates and design.

1.5. Facilitating further digital literacy development.

1.6. Addressing lack of common vocabularies and definitions.

1.7. Need for clarifying digital rights (including digital choice).

1.8. Inviting global regulatory frameworks .

[

Download the 'Cross-thematic trends of breakout sessions' [pdf].

Cross-thematic themes

1.1 Call for increased transparency (data use and systems)

Security i = + : o
# To reduce security risks through increased trans—parency: requires that cloud service providers publish statistics e.g. on monthly attacks.

Transparency metrics are needed for users to determine "trustworthiness' of providers.

Privacy # Increased access to transparent data on who has access to e.g. online social network information can help users shape their behaviour.
 Transparency is often not desirable in context of privacy questions. When propagating data, it might for example be better if peer-to-peer
or information-centric networks are unaware of what information is transferred.

Internet of
Things

Online

should be implemented for ease of self-management of interw n and synchronised online

communities

managing smaller communities that align with cogn ts of sacial c.f. Dunba

Cloud

2 have acc to meta-data of u (locations, activiti used and stored could be
Computing

disclosed better.




1.2 Call for more user—centricity and control

Securi - - - N
Y « Users have little scope for assessing and analysing security risks related to domesticated ICT uses.

Privacy  Privacy principles are persuasive and propagate through the environment, influencing people’s behaviour. More user—centric, and user—
influenced approaches are needed.
® User self-organisation and structure are i of social ‘that must be acknowledged in design.
Privacy—cancerns argue against i i by ining user innovation, lock-in can be achieved, which increases

Identity

Internet of .

2 e to opt out of Internet of Things services.
Things £
ifferent levels of 'si off’ options should be available.

® User-centricity can be achieved if users are invited to have a role in design development.

Online

s lack influence and control.
system/ application development.

communities

Cloud
Computing

® Users should be able to control where their data is stored.

1.3 Centinuing need for further multi-disciplinary and cross-sectoral bridging

Securi
>  Need for facilitating dialogue between technical and legal analysts to develop a better understanding of risks, and to assess new/future

risks.

Privacy « Important to ack different c ities’ expertise.
» Counter-movements such as Mydex, diaspora, Internet of Subjects, should be seen as important sources of information.
= A gulf exists between practitioners and IT supply (e.g. practice d i i inci

Identity

Internet of

Things

Online

communities

Cloud

i « Important to avo

= Initiating framework gulz rchers can help avoid
P and cloud p

1.4 Striking balances between outer-poles in debates and design

Security . . -
Not discussed during the session
Privacy » eHealth privacy practices and discussions (e.g. patient records) could benefit from seeking a middle solution that allow proportionate
access, rather than relying on either lassez-faire approaches or access over—formalisation (extreme regulation).
Identity
Internet of ) . 5 5
Things # Privacy concerns must be balanced with affordances of Internet of Things technolog
a danger of moral panic in discussions on Internet of Things.
» Ethical considerations should stand central to discussions on Internet of Things potentials.
Online

y development. New forms of communi structures m

1.5 Facilitating further digital literacy development

Securi
L ® Learning best practice and offering guidelines could help users assess and evaluate security and risk management related to their
domestic ICT usage.
Privacy > -
Not discussed during the session
Identity
Internet of , > Y .
Things » Privacy concerns must be balanced with affordan: of Internet of Things technologies.
« There is a danger of moral panic in discussions on Internet of Things.
» Ethical considerations should stand central to discussions on Internet of Things potentials.
Online
iy g further digital literacy educati lve problems related to privacy concerns and management.
Cloud . ~
. Not discussed during the session.
Computing o
iTop
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1.6 Addressing lack of commeon vecabularies and defin

Security ) ) :
Not discussed during the session
Privacy : : )
Not discussed during the session
Identity

Internet of

Things ® Current definitions are too academic with too little focus on design and application.

# There is a need to develop vocabularies enabling discussions on multi-device Internet of Things interaction.

Online
communities

Cloud
Computing

1.7 Need for clarifying digital rights (including digital choice)

Securi
i Not discussed during the session

Privacy ® Need for elarifying the right to full anonymity (e.g. in eHealth), while allowing for identifiers that can help identify emerging health issues.

Identity
Internet of
Things

Online
e ¢ h extend the it to have tent/information permanently deleted should form part of a set digital
communities =

ut crimes against humanity?).
» Personal preferences should ba not be comp d when pr s change their terms of use.

Cloud
Computing

1Top

1.8 Inviting global regulatory frameworks

>y » Need for streamlining legal frameworks across countries, or some providers might not offer their service there. In ltaly, for instance,
YouTube- Google are enforced by law to take liability for their users. Providers who are not using measures that match local legislation
might be discouraged.
« Need for determining approach to regulatory frame-works for distribution of security responsibilities for e.g. cloud computing services:
market-driven, self-regulating, or regulated?

Privacy

Not discussed during the session

Identity

Internet of
Things

Online
communities

Cloud

Z a need for international cooperation and consistency in laws acr
Computing .

nportant to ensure bottom—up feedback from u in th e

1Top
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The Futurelaternetil

The SESERV consortium organised a scientific seminar ‘The Future Internet: The Social Nature of Technical Choices’ at S5t. Anne’s College,
University of Oxford, UK. The workshop aimed to bridge the gap between those who study and those who build the Internet by supporting
discussion and debate within the multidisciplinary community of researchers and professionals working on various aspects of the Future
Internet. The main objective of the workshop was to explore and discuss with a community of experts the socio-economic aspects that

affect the Future Internet, and conversely the way that the Future Internet will affect society, government, and business.

A set of interviews was conducted with members of different Future Internet Furopean research projects

who attended the Oxford SESERV workshop. All the participants answered the following guestions:

1. How do you think your project benefits a broader European drive to increase innovation?

2. What are the main social and economic problems, constraints or barriers that you face when developing your work?

3. Who are the stakeholders of your project? Why are they important for your project?

4. What do you know of the EU Digital Agenda? How is the DA relevant for your project?

5. What mechanism or strategies do you think are needed to foster your work (either from the public sector or from other entities)?

Kevin Doolin - Societies

SOCIETIES develops a complete, integrated Community Smart Space
(CSS), which extends pervasive systems beyond the individual to
dynamic communities of users. CS5s embraces on-line community
services, such as social networking in order to offer new and
powerful ways of working, communicating and socialising.

Nick Wainwright - EffectsPlus

Effectsplus coordinates the Trust and Security, Privacy, and
Compliance activities for the Future Internet through the Future
Internet Assembly. It collaborates in the Clustering of Trust and
Security projects. Effectsplus provides a channel for dissemination
of R&D results and also builds communities of interests in trust
and security.

Martin Serrano - Societies

SOCIETIES develops a complete, integrated Community Smart Space
(C5S), which extends pervasive systems beyond the individual to
dynamic communities of users. CS5s embraces on-line community
services, such as social networking in order to offer new and
powerful ways of working, communicating and socialising.

lan Graham - MyFIRE (Future Internet Research and
Experimentation)

MyFIRE project aims to develop the use of the FIRE experimental
facilities in Europe by increasing the awareness of testing related

best practices both for industry-led and academia-driven testing
activities. MyFIRE encourages open dialogue between the ICT

il
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networking research communities and experts from key areas of
sociology, policy makers, economic models and standard.

Daniel Sebastao - SAIL

SAIL designs technologies for the Networks of the Future and
develop techniques to transition from today’s networks to such
future concepts. SAIL leverages state-of-the-art architectures and
technologies, extends them as needed, and integrates them. SAIL
uses experimentally-driven research, building prototypes that will
validate the advantages in concrete use cases.

Magnus Eriksson - TA2 (“Together Anywhere. Together Anytime™
TA2 building systems that allow people to communicate and
engage among groups of people separated in space and time. TAZ
seeks to explore how technology can support group to group
communication.

Ben Bashford - Council

Council makes forecasts through prototyping, focusing on the
granularity of experience of input models, devices and the
experiences of people with the devices, and the quality of output
that are measured in terms of real innovation in everyday life.

Elwyn Brian Davies

N4C
AW s

Elwyn Brian Davies — N4C

MN4C is a research project which has developed solutions for basic
Internet access in remote regions where it is not simple, cheap or,
even, feasible to have Internet in any of the conventional ways that
town dwellers have come to expect.

Mike Surridge - GENESI-DEC

GENESI-DEC established open data and services access, allowing
European and worldwide Digital Earth Communities to seamlessly
access, produce and share data, information, products and
knowledge. GENESI-DEC provide decision-support tools to a wide
variety of users, allowing decision makers to access an
extraordinary range of information at their desk.

License:
Creative Commons Attribution license (reuse allowed)

© SESERV Consortium 2011

Peter Ljungstrand - TA2 (“Together Anywhere, Together Anytime™)
TA2 building systems that allow people to communicate and
engage more easily among groups of people separated in space
and time. TA2 seeks to explore how technology can support group
to group communication.
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Presentation webcasts

On this page you will find the webcasts of the keynote speeches, the project presentations and the debate.
If you want to browse them use the following list.

3. The Future Internet: Pushing the Technology Boundaries: N4C (Elwyn Davies)
4. The Future Internet Pushing the Technology Boundaries: PERSIST /SOCIETIES (Kevin Doolin}
5. The Future Internet: Pushing the Technology Boundaries: Fi3P (Jonathan Cave

6. The Future Internet: Pushing the Technology Boundaries: FAME (] Martin Serrano!
7.Keynote: The Future Internet (Nicole Dewandre)

&.The Future Internet: Debate: Will the Design of the Future Internet be Driven by Technology or Societal Concerns?

Keynote: The Future Internet: The Social Nature of Technical Choices (Prof. William Dutton)

| iSeasdis ke,

The Future Internet: Pushing the Technology Boundaries: SAIL (Luis Correia)
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SAIL

SAIL designs technologies for the Networks of the Future and develop techniques to transition from today's networks to such future concepts. SAIL leverages state-of-the-art
architectures and technologies, extends them as needed, and integrates them. SAIL uses experimentally-driven research, building prototypes that will validate the advantages
in concrete use cases.

\iiJs‘Iic'i(—:share

The Future Internet: Pushing the Technology Boundaries: N4C (Elwyn Davies)
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N4C
N4C is a research project which has developed solutions for basic Internet access in remote regions where it is not simple, cheap or, even, feasible to have Internet in any of
the conventional ways that town dwellers have come to expect.

=s)slideshare

The Future Internet: Pushing the Technology Boundaries: PERSIST/SOCIETIES (Kevin Doolin)

Societies
SOCIETIES develops a complete, integrated Community Smart Space (CSS), which extends pervasive systems beyond the individual to dynamic communities of users. CSSs
embraces on-line community services, such as social networking in order to offer new and powerful ways of working, communicating and socialising.
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The Future Internet: Pushing the Technology Boundaries: Fi3P (Jonathan Cave)
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Fi3P

Study in support of a Future Internet Public-Private Partnership is a study funded by the European Commission, DG Information Society and Media. The objective of this study
is to identify the potential economic and societal longer-term impacts of the public-private partnership proposed in the Commission communication "A public-private
partnership on Future Interner.”

1Top

The Future Internet: Pushing the Technology Boundaries: FAME (J Martin Serrano)

FAME

The Federated, Autonomic Management of End-to-end communications services (FAME) Strategic Research Cluster (SRC) develops autonomic management solutions
incorporating new semantic analysis techniques, that can be applied to build federated network and service management systems that understand changes in the environment
and coordinate their actions to reconfigure network resources and services to effectively deliver services on an end-to-end basis.
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Keynote: The Future Internet (Nicole Dewandre)
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Dr Nicole Dewandre (Head of the Sustainable Development Unit, Furopean Commission Directorate General for Research).

The Future Internet: Debate: Will the Design of the Future Internet be Driven by Technology or
Societal Concerns?

i e

In this debate the 3 speakers take opposing viewpoints about the Future of the Internet providing an engaging debate.
Prof. Sally Wyatt — University of Maastricht; Royal Netherlands Academy of Arts & Sciences (KNAW).
Prof. Robin Williams - Institute for the Study of Science, Technology and Innovation, University of Edinburgh

Dr. Jonathan Cave - Economics Department, University of Warwick
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